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Ex-Obama official exits Israeli spyware firm amid press freedom row

Juliette Kayyem has left NSO, which denies its technology has been used to target activists

Stephanie Kirchgaessner in Washington
Tue 4 Feb 2020 14.22 GMT

A former Obama administration official who has faced criticism from press freedom groups for her role as a senior
adviser at NSO Group has stepped down from the Israeli spyware company.

The disclosure of the public departure of Juliette Kayyem, a high-profile national security expert and Harvard
professor, as a senior adviser to NSO came just one day after a controversy over her role at the spyware group
prompted Harvard to cancel an online seminar she was due to host.

The “webinar”, which was focused on female journalist safety, was cancelled after officials from the Committee to
Protect Journalists, among others, criticised Kayyem’s work for NSO, whose technology is claimed to have been used
to target journalists and human rights campaigners. NSO has denied the allegations.

Ahmed Zidan, CPJ’s digital manager, said in a tweet that the former Homeland Security official’s role at the event
was akin to inviting a “coal executive to talk about renewable energy”.

The decision by Harvard’s Shorenstein Center to cancel the event after receiving criticism of Kayyem’s involvement
in the webinar is the latest sign that spyware companies are coming under increasing scrutiny.

The circumstances around Kayyem’s departure are not clear.

The former Obama administration official did not respond to several requests for comment.
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NSO announced six months ago it was hiring three new advisers to support the company’s work to “assist
governments in fighting serious crime and terrorism”: Kayyem, Tom Ridge, the former US secretary of Homeland
Security, and Gérard Araud, the former French ambassador to the US.

The company has said its technology is only intended to be used to fight crime and that it investigates allegations of
wrongdoing by customers who license its technology.

But since that announcement, NSO has faced allegations that its technology has been used to target members of civil
society. WhatsApp, the popular messaging app, is suing NSO in a US court and has alleged that the company’s
spyware was used to hack 1,400 of its users over a two-week period last year. NSO has denied the allegations.

The company is also reportedly under investigation by the FBI, according to Reuters, and is facing separate lawsuits
in Israel. Last week, a New York Times reporter working with Citizen Lab alleged his phone had been targeted by
Saudi Arabia using NSO technology. The company has denied the allegation.
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The latest controversy began when the Shorenstein Center announced last week it would host a “webinar” featuring
Kayyem that was focused on ways female journalists could protect themselves, both on- and offline.

In tweets that appear to have since been deleted, Kayyem joked that she would not be teaching women how to take
down 2001b men, but that she would be offering advice to women that they might not like to hear, like not posting
realtime photos of their children.

Press freedom advocates questioned the Shorenstein Center’s decision on Twitter. One campaigner, Courtney
Radsch, noted the irony of Kayyem’s involvement, and said she wondered if the event would cover how journalists
could protect themselves from NSO Group’s signature technology, Pegasus, which has been described as
sophisticated malware that is almost impossible to detect.

A spokeswoman for the Shorenstein Center declined to comment on the decision to cancel the event.

But a person familiar with the matter said the the event’s organisers had not been familiar with Kayyem’s
connection to NSO until after it was pointed out by critics on Twitter. Once Kayyem’s work for NSO was discovered,
the person said it confronted Kayyem and that there was “no question” that it would be cancelled.

When the Guardian approached NSO late on Monday, the company said in an emailed statement that Kayyem had
stepped down from NSO.

“Juliette played an important role advising NSO on its governance framework, and we’re grateful for her leadership
and experience during her time as senior adviser,” the statement said. It added that her work for the company had
concluded in 2019.

Asked to clarify the date of her departure, since Kayyem was still listed as working as an adviser on NSO’s website as
recently as last weekend, NSO did not reply.

The revelation marks the second time Kayyem’s association with NSO has created controversy for the former Obama
administration official. Kayyem was appointed last October to serve as an opinion section contributor at the
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Washington Post. At the time, an editorial page editor noted that Kayyem was a “leading voice in her field” and
would “help make sense of how the US approaches its most challenging national security issues”.

But days later, Kayyem announced she would not accept the job after facing criticism on Twitter about her role at
NSO. At the time, she said in a statement on Twitter that she was working at NSO to help “ensure that this
technology is used appropriately, and that fundamental human rights are protected and respected”.

“I still believe reasonable people can disagree on issues of our security and rights and will continue to speak and
write about that,” she said.
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remind you how many Guardian articles you've enjoyed on this device. Can we continue showing you this? Yes,
that's OK No, opt me out Please note you cannot undo this action or opt back in in the last nine months. And you’re
not alone; millions are flocking to the Guardian for quality news every day. We believe everyone deserves access to
factual information, and analysis that has authority and integrity. That’s why, unlike many others, we made a choice:
to keep Guardian reporting open for all, regardless of where they live or what they can afford to pay.

As an open, independent news organisation we investigate, interrogate and expose the actions of those in power,
without fear. With no shareholders or billionaire owner, our journalism is free from political and commercial bias -
this makes us different. We can give a voice to the oppressed and neglected, and stand in solidarity with those who
are calling for a fairer future. With your help we can make a difference.

We’re determined to provide journalism that helps each of us better understand the world, and take actions that
challenge, unite, and inspire change - in times of crisis and beyond. Our work would not be possible without our
readers, who now support our work from 180 countries around the world.

But news organisations are facing an existential threat. With advertising revenues plummeting, the Guardian risks
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8



Support The Guardian

Remind me in September

VISA

Remind me in September
Email address

P payPal

EXPRESS!

mastercand

Set my reminder

We will use this to send you a single email in September 2020. To find out what personal data we collect and how we
use it, please visit our Privacy Policy


https://support.theguardian.com/eu/contribute?REFPVID=kcdcq7scci30fzhd7aho&INTCMP=gdnwb_copts_memco_2020-30-06_EPIC_COUNTRY_NAME__WITH_ARTICLECOUNT_V2_JOINING&acquisitionData=%7B%22source%22%3A%22GUARDIAN_WEB%22%2C%22componentId%22%3A%22gdnwb_copts_memco_2020-30-06_EPIC_COUNTRY_NAME__WITH_ARTICLECOUNT_V2_JOINING%22%2C%22componentType%22%3A%22ACQUISITIONS_EPIC%22%2C%22campaignCode%22%3A%22gdnwb_copts_memco_2020-30-06_EPIC_COUNTRY_NAME__WITH_ARTICLECOUNT_V2_JOINING%22%2C%22abTest%22%3A%7B%22name%22%3A%222020-30-06_EPIC_COUNTRY_NAME__WITH_ARTICLECOUNT%22%2C%22variant%22%3A%22V2_JOINING%22%7D%2C%22referrerPageviewId%22%3A%22kcdcq7scci30fzhd7aho%22%2C%22referrerUrl%22%3A%22https%3A%2F%2Fwww.theguardian.com%2Fworld%2F2020%2Ffeb%2F04%2Fex-obama-official-juliette-kayyem-quits-israeli-spyware-firm-amid-press-freedom-row%22%7D
https://www.theguardian.com/help/privacy-policy

We will be in touch to invite you to contribute. Look out for a message in your inbox in September 2020. If you have
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